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Quickly, about me

Consultant!
Senior Engineer!
Developer!
Senior Developer!
Director of Tech!
Hosting Manager!
Support Tech
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2014: Digital Director
              Lunne Marketing Group
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Not a Drupal guru.
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What Happened?
• October 4th: Adobe admits that attackers 

accessed their network and all passwords have 
been reset. They believe 3 million accounts are 
included. 

• November: Account total bumped to 38 million 

• November: Account total again bumped to 150 
million, and with additional data (names, password 
hints, etc.), the total file size is 10GB.
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Is it significant?
• Adobe listed the data as “encrypted”. Experts stated that this 

was probably in error and what they really meant is that it was 
hashed... and the experts were wrong. 

• The dataset includes rich plaintext emails, usernames,password 
hints and encrypted password hashes. Additionally, credit card 
data was also accessed and is said to use similar encryption. 

• Because the frequency of matching password hashes, we know 
that the data is unsalted and likely uses 3DES. 

• No one has publicly announced that they have accessed the 
private key, however it’s only a matter of time before it’s found.
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Why this is a huge problem 
• At 150 million accounts, many people will have reused 

passwords for other sites, and because Adobe uses 
emails for login, those will most likely match too. (Hello 
banking/Facebook/etc)? 

• Adobe has the credit card data on file for every Creative 
Cloud customer and people who have purchased other 
products. 

• Once cracked this provides an even better (larger) 
dataset for commonly used passwords than lists from 
Gawker and others.
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What Adobe did right
• Changing people’s passwords 

• Hey, at least they didn’t store their private key with 
everything else
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What Adobe did wrong
• Encrypting and not hashing passwords 

• Not salting passwords 

• Storing plain text password hints with the other data 

• Allowing poor passwords 

• Allowing poor password hints 

• Slow response

Bill Condo  @mavrck Drupal Camp Ohio 2013PHP Security: Adobe Hack



LastPass: Lookup Tool
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LastPass: Password Hints
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Password Hints
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Adobe FAQ
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Facebook’s Response
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TaskRabbit’s Response
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Eventbrite’s Response
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Password Hashing

• MD5 

• SHA-1 

• SHA-256 

• SHA-512

Things that are fast.
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… so, don’t use them 
(alone).
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Password Hashing

• mcrypt/blowfish 

• scrypt

Things that are slower.
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… use mcrypt, consider 
script in the future.
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Passwords in 5.5
• string password_hash ( string $password , integer 

$algo [, array $options ] ) 

• boolean password_verify ( string $password , 
string $hash )

twitter.com/ircmaxell
blog.ircmaxell.com

Anthony Ferrara
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So, what about Drupal?
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Quick Note: SALT

• Adds a unique string of characters (hopefully per 
user) that helps keep the password hashes 
different for users that have the same password. 

• Think about it, without SALT, your password hash 
may be the same value on ALL of the sites that you 
use.
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Rainbows
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Garbage in, garbage out

• Having no password policy at all. 

• Allowing common passwords like ‘password’, 
‘123456’. 

• Allowing common dictionary words.
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Don’t help the enemy

• Policies that enforce things such as “first character 
must by upper case” and “must end in a special 
character”. Allows masking. 

• To an extent, disclosing the minimum requirements 
for lower case, upper case, numeric, and special 
characters.
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Arguments for 
Password Security
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#1 Prevent PR Issues
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#2 Cost vs Risk

• Doing security correctly is less expensive upfront. 
The opportunity cost is minimal compared the 
reduction in risk. Cost * Risk = Likelihood Cost 

• What does it cost to cleanup the mess: reset the 
passwords, scan the servers, added support calls/
requests, etc…
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#3 Predictability

• Help project/business managers in being able to 
minimize unexpected security response events. 

• Better understand how your week is going to go.
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Summary

• Store passwords with a good hash, and a unique 
user-level salt. 

• Enforce password rules correctly. 

• Be aware of the breaches of other sites. 

• Know how to justify good security to management.
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Thanks
• @mavrck 

• I’m shameless: I want @mavrck back next year 
to talk about #drupalcampohio 

• slideshare.net/billcondo 

• billcondo@gmail.com
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