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Hi. I'm Matt.



  

Who is this guy?

● 5.5 years of Drupal

● (bad) Module Maintainer

● Drupal Security Team

● Started with security by way of PCI

● Senior Developer, Lullabot



  



  

http://www.flickr.com/photos/pulpolux/238355661



  

http://www.flickr.com/photos/salim/68855292



  

http://www.flickr.com/photos/edkohler/4199974447



  

http://www.flickr.com/photos/charles/358780932



  

Story time?



  

http://www.flickr.com/photos/sunfox/5084866933



  



  

Backups.

● Have backups

● Test them

● Sanitize them if you can (travel, testing)
  (Google Query: sanitize drupal backups)



  

http://www.flickr.com/photos/redjar/136165399



  



  

Security Review module

● Free!

● Automated check of configurations

● Mis-configuration can be dangerous



  

Also...

● ssh or sftp, but never ftp.

● Unsecured wifi?  (https, proxy, vpn)

● Least privilege

● Audit roles



  

Stay up to date.

Seriously.



  

Stay up to date.

● http://drupal.org/security 

● Update module

● Mailing list

● @drupalsecurity

● RSS



  

Drupal vulnerabilities by type

Reported in core and contrib SAs from 6/1/2005 through 3/24/2010
Source: http://DrupalSecurityReport.org



  

US Air Force



  

XSS
Cross Site Scripting

(Code in the browser, using (abusing) your session)



  

XSS

● Code running in the browser

● Using your cookies

● Requesting, sending, reading responses



  

XSS

● Code running in the browser

● Using your cookies

● Requesting, sending, reading responses

Sound familiar?
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Validate input.



  

Validate input

● Is this an email?

● Is this a nid?  (proper type?) (access?)

● (Yes or No answers).



  

http://www.flickr.com/photos/dog-tag-art/4011788444



  

http://www.flickr.com/photos/looney-bin/2474938778



  

Filter on output.



  

Filtering XSS

● Input is untrusted data.

● Output appropriate data.

● check_plain(), check_markup()

● filter_xss(), filter_xss_admin()

● Oh, and l(), t() using @ or %



  



  

XSS Smells

● drupal_set_message($user_data);

● $output .= $node->title;

● $description = t($user_data);

● Form API checkboxes, radios, descriptions

● Non-Restrictive filters allowed for
   anonymous/untrusted users



  

Sniffing out XSS

● <script>alert('xss');</script>

● <img src=”foo.png” onerror=”alert('xss')”>



  



  



  

SQL Injection



  

http://xkcd.com/327/



  

SQL Injection

● User input makes its way into a query.

● If not handled properly, user input could
  execute other queries.



  

SQL Injection

● Learn to use Drupal's Database API

●  Placeholders

●  D7's DBTNG OO Methods



  

http://www.flickr.com/photos/stevendepolo/3516412795



  

CSRF
Cross Site Request Forgery

● Taking action without confirming intent.

● <a href=”user/delete/1”>Delete user 1</a>



  

CSRF
Cross Site Request Forgery

● Taking action without confirming intent.

● <a href=”/user/delete/1”>Delete user 1</a>

● <img src=”/user/delete/1” />



  

CSRF Smells

● Menu callback that does something, not a
   form

● Directly using $_POST, $_GET, arg()

● Not using form_submit, or drupal_get_token()



  



  

Fixing CSRF

● Use tokens.  (Form API already does!)

● Don't $_POST

● drupal_get_token() & drupal_valid_token()



  

http://www.flickr.com/photos/reana/3407725042



  

Access Bypass
Authentication + Authorization gone awry



  

Access Bypass

● Check before showing something.

● Check before doing something.



  

Where Access Bypass happens

● hook_menu()
● (access_callback?)

● node_access()
●  ->addTag('node_access');

● hook_permission() / user_access()



  



  

http://www.flickr.com/photos/79287137@N06/7378070268



  

Review

● Backups
● Stay updated
● http://drupal.org/project/security_review
● Vulnerabilities

● XSS
● CSRF
● SQL Injection
● Access Bypass



  

Resources

● http://crackingdrupal.com/

●  http://groups.drupal.org/best-practices-drupal-security

● http://drupal.org/security

● http://drupalsecurityreport.org/



  

Questions?
Comments?

Smart Remarks?



  

Thanks.
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